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1. Introduction
In RAN3#106, the study item on enhancement for disaggregated gNB had been completed. The scenario and requirement on the UE connection to several gNB-CU-UPs from different security domains had been confirmed in RAN3. Due to SA3 progress, no solutions on multiple CU-CP connectivity were captured in TR38.823[1]. The conclusion on this topic was as follow:

Support for UE Connection to Several gNB-CU-UPs from Different Security Domains:
· The scenario was identified and agreed as useful to be supported. Likewise, an LS was sent to SA3 requesting feedback on solutions for this scenario. Therefore, a solution could be specified during normative phase based on the feedback from SA3 [12].
LS from RAN3 on security of Multi-CU-UP connectivity had been discussed in SA3#97 meeting [2]. And in reply LS, SA3 think this feature can be taken up only in Rel-17[3].
SA3 thanks RAN3 for its LS S3-193942/R3-194784 on security for multi-CU-UP connectivity and making SA3 aware of the study item on enhancement for disaggregated gNB architecture.

SA3 had a discussion on the security issues raised by the disaggregated gNB architecture. SA3 needs to study the impact of a potential separation and deployment of CU-UP units into separate security domains. The current assumption is that all the CU-UPs are in the same security domain. Because of the need for further study, SA3 thinks, this work is not possible to complete in Rel-16 and can be taken up only in Rel-17.
In the future, SA3 will inform RAN3 of the progress of its related work.
From the perspective of operators, one UE should be able to support different types of services which may be provided by different CU-UPs in CP/UP separation scenario. Also, the CU-UP entities open to 3rd application or partner is very useful for developing new market and customers in 5G era. The intention of this contribution is to emphasize the necessity of supporting multiple CU-CP connectivity scenarios discussed in RAN3 and kindly ask SA3 to start related work in Rel-17 as soon as possible. 
2. Discussion
In NR, RAN3 has introduced CU-UP separation technology which enabled the flexible deployment of CU-UPs. e.g. the CU-UPs could be centralized to favour cloud implementation or distributed to support low latency service. Besides, to explore new business opportunities in 5G era, some operators are considering to open more interfaces or equipment to 3rd part or applications. 
Based on the current CU-UP separation technology and the requirements from operators, RAN3 had discussed the scenarios illustrated in LS[2], in which two general use cases were raised:

· Case 1: Different gNB-CU-UPs can be deployed physically far from each other, e.g. collocated with the gNB-DU, or deployed in central data center as figure 1 depicted [1].In this case ,CU-UP1 is centralized which provide eMBB service while CU-UP2 is distributed which provide low latency service. It is possible that one UE support multiple service type at the same time. To avoid the impact of security breach in CU-UP2 to CU-UP1, the two CU-UP should belong to different security domain.
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       Figure 1  Centralized CU-UP and distributed CU-UP 
· Case 2: CU-UPs opened to a 3rd party may not have the same level of trust as figure 2 depicted [1]In this example,CU-UP1 and CU-UP2 are centralize deployed. No matter CU-UP 1 and CU-UP2 are collocated or not, the two CU-UP entities may have different security level. Otherwise, if CU-UP2 is open to 3rd party, a security breach in CU-UP2 would compromise CU-UP1 if the two Ups belong to the same security domain.
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       Figure 2  Centralized CU-UPs open to 3rd party

In RAN3, some potential solutions on support of multiple CU-UPs in different security domain were also proposed in [5][6]. However, since security issue is not within RAN3 scope and the final decision in RAN3 was to send LS to SA3 for solutions. Currently, work in RAN3 on multiple CU-Ups connectivity is suspended and response from SA3 is expected.
Proposal 1: We kindly ask SA3 to start the study on Multi-CU-UP connectivity in different domains in Rel-17. 
3. Conclusion
Based on the above analysis, we have the following proposal:
Proposal 1: We kindly ask SA3 to start the study on Multi-CU-UP connectivity in different domains in Rel-17. 
4. Reference
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1. Introduction

In RAN3#106, the study item on enhancement for disaggregated gNB had been completed. The scenario and requirement on the UE connection to several gNB-CU-UPs from different security domains had been confirmed in RAN3. Due to SA3 progress, no solutions on multiple CU-CP connectivity were captured in TR38.823[1]. The conclusion on this topic was as follow:


Support for UE Connection to Several gNB-CU-UPs from Different Security Domains:

· The scenario was identified and agreed as useful to be supported. Likewise, an LS was sent to SA3 requesting feedback on solutions for this scenario. Therefore, a solution could be specified during normative phase based on the feedback from SA3 [12].

LS from RAN3 on security of Multi-CU-UP connectivity had been discussed in SA3#97 meeting [2]. And in reply LS, SA3 think this feature can be taken up only in Rel-17[3].

SA3 thanks RAN3 for its LS S3-193942/R3-194784 on security for multi-CU-UP connectivity and making SA3 aware of the study item on enhancement for disaggregated gNB architecture.


SA3 had a discussion on the security issues raised by the disaggregated gNB architecture. SA3 needs to study the impact of a potential separation and deployment of CU-UP units into separate security domains. The current assumption is that all the CU-UPs are in the same security domain. Because of the need for further study, SA3 thinks, this work is not possible to complete in Rel-16 and can be taken up only in Rel-17.

In the future, SA3 will inform RAN3 of the progress of its related work.

From the perspective of operators, one UE should be able to support different types of services which may be provided by different CU-UPs in CP/UP separation scenario. Also, the CU-UP entities open to 3rd application or partner is very useful for developing new market and customers in 5G era. The intention of this contribution is to emphasize the necessity of supporting multiple CU-CP connectivity scenarios discussed in RAN3 and kindly ask SA3 to start related work in Rel-17 as soon as possible. 

2. Discussion

In NR, RAN3 has introduced CU-UP separation technology which enabled the flexible deployment of CU-UPs. e.g. the CU-UPs could be centralized to favour cloud implementation or distributed to support low latency service. Besides, to explore new business opportunities in 5G era, some operators are considering to open more interfaces or equipment to 3rd part or applications. 

Based on the current CU-UP separation technology and the requirements from operators, RAN3 had discussed the scenarios illustrated in LS[2], in which two general use cases were raised:


· Case 1: Different gNB-CU-UPs can be deployed physically far from each other, e.g. collocated with the gNB-DU, or deployed in central data center as figure 1 depicted [1].In this case ,CU-UP1 is centralized which provide eMBB service while CU-UP2 is distributed which provide low latency service. It is possible that one UE support multiple service type at the same time. To avoid the impact of security breach in CU-UP2 to CU-UP1, the two CU-UP should belong to different security domain.
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       Figure 1  Centralized CU-UP and distributed CU-UP 

· Case 2: CU-UPs opened to a 3rd party may not have the same level of trust as figure 2 depicted [1]In this example,CU-UP1 and CU-UP2 are centralize deployed. No matter CU-UP 1 and CU-UP2 are collocated or not, the two CU-UP entities may have different security level. Otherwise, if CU-UP2 is open to 3rd party, a security breach in CU-UP2 would compromise CU-UP1 if the two Ups belong to the same security domain.
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       Figure 2  Centralized CU-UPs open to 3rd party


In RAN3, some potential solutions on support of multiple CU-UPs in different security domain were also proposed in [5][6]. However, since security issue is not within RAN3 scope and the final decision in RAN3 was to send LS to SA3 for solutions. Currently, work in RAN3 on multiple CU-Ups connectivity is suspended and response from SA3 is expected.

Proposal 1: We kindly ask SA3 to start the study on Multi-CU-UP connectivity in different domains in Rel-17. 

3. Conclusion

Based on the above analysis, we have the following proposal:

Proposal 1: We kindly ask SA3 to start the study on Multi-CU-UP connectivity in different domains in Rel-17. 

4. Reference
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1. Introduction


In RAN3#106, the study item on enhancement for disaggregated gNB had been completed. The scenario and requirement on the UE connection to several gNB-CU-UPs from different security domains had been confirmed in RAN3. Due to SA3 progress, no solutions on multiple CU-CP connectivity were captured in TR38.823[1]. The conclusion on this topic was as follow:



Support for UE Connection to Several gNB-CU-UPs from Different Security Domains:


· The scenario was identified and agreed as useful to be supported. Likewise, an LS was sent to SA3 requesting feedback on solutions for this scenario. Therefore, a solution could be specified during normative phase based on the feedback from SA3 [12].


LS from RAN3 on security of Multi-CU-UP connectivity had been discussed in SA3#97 meeting [2]. And in reply LS, SA3 think this feature can be taken up only in Rel-17[3].


SA3 thanks RAN3 for its LS S3-193942/R3-194784 on security for multi-CU-UP connectivity and making SA3 aware of the study item on enhancement for disaggregated gNB architecture.



SA3 had a discussion on the security issues raised by the disaggregated gNB architecture. SA3 needs to study the impact of a potential separation and deployment of CU-UP units into separate security domains. The current assumption is that all the CU-UPs are in the same security domain. Because of the need for further study, SA3 thinks, this work is not possible to complete in Rel-16 and can be taken up only in Rel-17.


In the future, SA3 will inform RAN3 of the progress of its related work.


From the perspective of operators, one UE should be able to support different types of services which may be provided by different CU-UPs in CP/UP separation scenario. Also, the CU-UP entities open to 3rd application or partner is very useful for developing new market and customers in 5G era. The intention of this contribution is to emphasize the necessity of supporting multiple CU-CP connectivity scenarios discussed in RAN3 and kindly ask SA3 to start related work in Rel-17 as soon as possible. 


2. Discussion


In NR, RAN3 has introduced CU-UP separation technology which enabled the flexible deployment of CU-UPs. e.g. the CU-UPs could be centralized to favour cloud implementation or distributed to support low latency service. Besides, to explore new business opportunities in 5G era, some operators are considering to open more interfaces or equipment to 3rd part or applications. 


Based on the current CU-UP separation technology and the requirements from operators, RAN3 had discussed the scenarios illustrated in LS[2], in which two general use cases were raised:



· Case 1: Different gNB-CU-UPs can be deployed physically far from each other, e.g. collocated with the gNB-DU, or deployed in central data center as figure 1 depicted [1].In this case ,CU-UP1 is centralized which provide eMBB service while CU-UP2 is distributed which provide low latency service. It is possible that one UE support multiple service type at the same time. To avoid the impact of security breach in CU-UP2 to CU-UP1, the two CU-UP should belong to different security domain.
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       Figure 1  Centralized CU-UP and distributed CU-UP 


· Case 2: CU-UPs opened to a 3rd party may not have the same level of trust as figure 2 depicted [1]In this example,CU-UP1 and CU-UP2 are centralize deployed. No matter CU-UP 1 and CU-UP2 are collocated or not, the two CU-UP entities may have different security level. Otherwise, if CU-UP2 is open to 3rd party, a security breach in CU-UP2 would compromise CU-UP1 if the two Ups belong to the same security domain.
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       Figure 2  Centralized CU-UPs open to 3rd party



In RAN3, some potential solutions on support of multiple CU-UPs in different security domain were also proposed in [5][6]. However, since security issue is not within RAN3 scope and the final decision in RAN3 was to send LS to SA3 for solutions. Currently, work in RAN3 on multiple CU-Ups connectivity is suspended and response from SA3 is expected.


Proposal 1: We kindly ask SA3 to start the study on Multi-CU-UP connectivity in different domains in Rel-17. 


3. Conclusion


Based on the above analysis, we have the following proposal:


Proposal 1: We kindly ask SA3 to start the study on Multi-CU-UP connectivity in different domains in Rel-17. 
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